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[bookmark: _Toc191028494]Reason for processing

Heidi works by transcribing speech into text from a healthcare encounter such as conversations between clinicians and patients or by clinicians dictating their clinical findings, impression and/or management plans before, during and after the healthcare encounter.   

Heidi Health improves clinical documentation by aiding healthcare professionals in note-taking and generating consult summaries. By providing streamlined documentation across multiple access points, real-time transcription processing, and seamless integration with existing workflows, Heidi enables efficient and standardised clinical documentation. The technology enables clinicians to focus on patients during the consultation, contributing to improved patient care. It also acts as a valuable tool for medical practitioners, saving them hours of administrative time per week

[bookmark: _Toc191028495]Description of the data 

	☒	Personal data 



Potentially (unless microphone turned off) all sensitive data for that patient is uploaded onto the service but the recording and transcript contains no patient identifiable data (PID) unless data synthesis allows indirect identifiability or anyone in the consulting room provides PID.  Special category data including information regarding patient health, will be de-identified and pseudonymized before the transcript is processed into clinical notes or other clinical documents.

If in the consultation a third party is discussed this data will also be included.

[bookmark: _Toc191028496]Purpose and Benefits of sharing the data 

Using transcription software can improve the quality of the consultation and the quality of the notes.  

I. By allowing real time transcription, the clinician has more time to spend time with the patient and record taking does not interrupt the flow and eye contact, potentially improving the patient experience.  Allowing more free-flowing consultations also increases the chance the clinician could identify hidden concerns.  Releasing time in the consultation allows time for more complex reviews and potentially more issues to be addressed.
II. By having a transcription of the notes, it is less likely important details will be missed when notes are written after the consultation.  Heidi Health also gives suggested SNOMED codes which could improve data quality.  
III. Having a transcription allows quicker referrals but can also allow more in-depth referrals as in specialities such as mental health, patient concerns can be easily transcribed.
IV. Medicolegally, having a true reflection of the consultation can protect the patient and the clinician if concerns are later raised.
V. Heidi Health’s translation feature allows the clinician to be more certain that the translator is asking the correct questions and enables the clinician to give the patient a copy of the consultation in their language.  

[bookmark: _Toc191028497]Types of personal data potentially being shared 

	☒	Forename
	☒	Physical description and examination, for example height
	☐	Photograph / picture of people

	☒	Surname
	☒	Phone number
	☒

	Location data 
· GP practice

	☒	Address
	☐	Email address
	☒	Audio recordings

	☒	GP details
	☒	Date of birth
	☐	Video recordings

	☒	Age
	☒

	Legal representative name (personal representative)
	☒	Patient information as below 

	☒	Gender
	☒	NHS number
	☐

	National insurance number

	☒

	Third party data
	☒	Registered pharmacy
	
	



	Type of data 

	Reason required

	☒	Information relating to an individual’s physical or mental health or condition, for example information from health and care records  

	As Heidi Health is recording a consultation all relevant data will be included to ensure an accurate record is kept for future care and enquiries.  This could potentially include physical, mental and sexual health history, exam findings, conclusions, advice/treatment and referrals

	☒	Information relating to an individual’s sexual life or sexual orientation

	The individual’s sexual life and orientation can influence clinical decision making and care recommended

	☒

	Racial or ethnic origin

	The individual’s race or ethnic origin can influence clinical decision making and care recommended 

	☒

	Religious or philosophical beliefs

	The individual’s religious or philosophical beliefs can influence clinical decision making and care recommended

	☒	Information relating to criminal or suspected criminal offences

	The use of non-prescription drugs can influence clinical decision making and care recommended



Individuals that can be potentially be identified from the data 

	☒	Patients or service users


	☒	Carers


	☒	Staff


	☒	Wider workforce


	☒	Visitors


	☒	Members of the public


	☒	Potentially anyone could be identified in a consultation




[bookmark: _Toc191028498]Data Provision

The data will be provided by the consulting clinician and the patient.  Other individuals who may input into the data include translation services and other individuals in the room including family, social support workers and other clinicians.

[bookmark: _Toc191028499]Data linkage

	☐	Yes 

	☒	No




[bookmark: _Toc191028500]Data Flow

Personal Information Flow
[bookmark: _Hlk190783857]Heidi transcribes speech into text from a healthcare encounter. The clinician can also add additional contextual notes about the healthcare encounter which they may not wish to verbalise during the healthcare encounter. The clinician is also able to set and modify various settings within the Heidi platform in order to customise their Heidi experience as well as how their clinical documentation is structured and written. To generate the requested clinical documentation, the transcribed text and contextual notes along with the various user controlled settings are then through an artificial intelligence model which then generates the requested clinical documentation based on the data that has been given to the AI model.
The comprehensive clinical documentation generated by Heidi can then be copied or integrated into an electronic medical record system or used with other word processing or communication tools to provide other clinicians and/or the patient with relevant information related to the healthcare encounter and the patient's care. Clinicians have full autonomy to delete the sessions on Heidi, either manually or via an automatic deletion schedule that will be set for 24 hours. Once a session is deleted, it is permanently removed from Heidi's servers and is unrecoverable. This ensures that clinicians have complete control over the data they generate and maintain strict privacy and data management standards.  If a clinician chooses not to delete their sessions from Heidi, then the deidentified transcripts will remain on Heidi’s UK servers until deletion occurs.

Data will flow every time a clinician performs a session on Heidi - in other words, every time they click 'Start Transcribing', ‘Start Dictating’, or upload audio to Heidi. This data will cover both data from the patient themselves (though it is de-identified) and the clinician too - such as their templates, note-taking style, clinician type, email address etc
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De-identification Flow
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Heidi uses a cloud-based artificial intelligence medical scribe platform. It processes clinical conversations through multiple secure access methods:
1. Web Browser Interface
· Accessible via desktop and mobile browsers
· Direct audio streaming from microphone input
· Real-time processing of clinical conversations
· More detailed technical diagrams can be found in Appendix A
2. Mobile Application
· Accessible on both iOS and Android devices
· Network resilience features for connectivity issues
· Secure temporary storage and processing of audio data in sandboxed environment
· More detailed explanation on the security features of the mobile application as well as technical diagrams can be found in Appendix B.
3. Desktop Application
· Accessible on both MacOS and Windows devices
· System audio integration capability for telehealth consultations
· Secure temporary storage and processing of audio data on users’ device
· More detailed explanation on the security features of the desktop application as well as technical diagrams can be found in Appendix B.
4. EHR Integration (Widget/SDK)
· Integration with electronic health record systems
· Bi-directional data flow for patient demographics and clinical notes
· Template synchronisation with EHR systems
· Context-aware processing capabilities
· Currently available on select EHRs only
5. Chrome Extension
· Operates only on HTTPS-secured websites
· Facilitates direct insertion of processed notes into text fields
· Includes specialised processes for contextual note placement
All data is hosted locally within the UK for all UK users, with servers maintained under strict security protocols. Heidi employs end-to-end encryption for data transmission and secure storage practices for any temporarily retained data. 
All data processing activities for UK customers are conducted exclusively within the UK. The primary data centres of their sub-processors are located in London, UK, Dublin, Ireland and Frankfurt, Germany, with redundant backup facilities in each respective region to ensure both data sovereignty and service reliability.


[bookmark: _Software_Architecture_&]
[bookmark: _Toc191028501]Legal Basis for sharing

Although the technology has been designed to not identify patients, the clinician cannot be certain what the patient will disclose in the consultation which may make the patient identifiable.  Therefore, patient or carer consent is obtained before using this tool.  Who consented will be recorded in the patient medical record.  Patients will be advised that is no requirement to use this tool and they can easily opt out at the start or during the consultation.

	☒	(a) We have consent GDPR Article 6 (1) a

	☐	(b) We have a contractual obligation 

	☐	(c) We have a legal obligation 

	☐	(e) We need it to perform a public 

	☐	(f) We have a legitimate 



Special category data is required routinely in consultations and although consent will be obtained from patients, the legal basis is for the provision of health care ie Article 9 (2) h, DPA2018 Schedule 1 Part 1. Article 2 (1) 2 (d).  Heidi Health ensure their systems fulfil article 5 of the GDPR.

[bookmark: _Toc191028502]Keeping data secure

Data is being collected, transferred and transcribed in real time as the patient and clinician plus any others involved e.g. translator, carer, family member discuss concerns in the consultation and any additions are added by the clinician afterwards. The transcribed data is then stored on the cloud in the UK before being transferred to the clinical record within 24 hours.  The records should be updated in real time but it is accepted that, by exception, the clinician may have insufficient time to enter the details into the record.  For this reason, the recorded data is held on the cloud for 24 hours.  


	Storage location
	Details 

	☐
	Physical storage, 
	

	☐
	Local organisation servers
	

	☒
	Cloud storage
	Trust Center - Heidi Health

	☐
	Other
	



	Security measure
	Details (leave blank if not applicable)

	☒
	Encryption
	End-to-end (TLS 1.2) and at rest encryption (AES-256)

	☐
	Password protection
	

	☒
	Role based access controls (RBAC)
	Heidi determines the type and level of access granted to individual users based on the "principle of least privilege." This principle states that users are only granted the level of access absolutely required to perform their job functions. Permissions and access rights not expressly granted shall be, by default, prohibited. Heidi’s primary method of assigning and maintaining consistent access controls and access rights shall be through the implementation of Role-Based Access Control

	☐
	Restricted physical access
	

	☐
	Business continuity plans
	

	☒
	Security policies
	To ensure continuous compliance with GDPR, Heidi utilise Vanta, a third-party continuous auditing platform. Vanta provides real-time monitoring and assessment of Heidi’s compliance frameworks. The continuous nature of this monitoring ensures that we remain vigilant and responsive to any changes in compliance requirements, thereby safeguarding patient and clinician data with the highest standards of privacy and security.


	☒
	Other
	Heidi’s Personally Identifiable Information (PII) detection model is evaluated quarterly to assess the accuracy and effectiveness of de-identification methods applied within Heidi's processing of medical transcripts.  Heidi utilises a fine-tuned Bidirectional Encoder Representations from Transformers (BERT) model specialised for PII detection.  Their systems show high levels of precision and recall, crucial for maintaining privacy standards. The latest performance metrics (September 2024) demonstrate an overall precision of 94.38%, a recall of 96.63%, and an F1 score of 95.49%
Pseudonymization is done by first identifying sensitive data types, including transcripts, patient information, clinician notes, and generated notes. Sensitive data is encrypted both while in transit, and at rest, and all keys are managed securely. Machine learning (ML) techniques are used to de-identify transcript data, targeting entities like names, genders, addresses, emails, and phone numbers This is done by replacing identifying fields within a data record with artificial identifiers, or pseudonyms. For example, instead of storing a person's name, the data might store a unique code that only authorized personnel can trace back to the original individual. The key to re-identify the data is kept separately and securely, ensuring that even if the pseudonymized data is accessed, the privacy of individuals remains protected. This technique is crucial for maintaining privacy while still allowing data to be used for analysis and improving ML accuracy



[bookmark: _Toc191028503]

Measures to ensure data is only used for the identified reasons

	Security measure
	Details (leave blank if not applicable)

	☒
	Contract
	Between Heidi and data controller

	☒
	Data processing agreement
	Heidi enter into strict data processing agreements with all third parties involved in the handling of data (e.g cloud hosting provider for storing transcripts and clinical notes). These agreements are designed to ensure that no user data can be accessed, used, or stored by third parties beyond what is necessary for the specific purpose for which it was shared. They enforce zero retention policies with all third-party service providers. This means that after the necessary data processing tasks are completed, no data is retained, ensuring that information cannot be reused or accessed for any other purpose. 


	☐
	Data sharing agreement
	

	☐
	Data sharing and processing agreement (DSPA)
	

	☐
	Audit
	

	☒
	Staff training
	All Heidi Health employees have full IG training.
If a Heidi Health employee, contractor, user, or customer becomes aware of an information security event or incident, possible incident, imminent incident, unauthorised access, policy violation, security weakness, or suspicious activity, then they shall immediately report the information to the Compliance Lead or CTO. All relevant authorities, and stakeholders will be notified of the privacy breach as soon as possible.
Where applicable, in the event of a personal data breach that meets the criteria for mandatory notification under the UK General Data Protection Regulation (UK GDPR), Heidi Health will report the incident to the Information Commissioners Office (ICO) within 72 hours of becoming aware of the breach.

	☐
	Other 
	



[bookmark: _Toc191028504]Data Retention

No audio is ever stored during clinical encounters (patient-clinician conversations); the audio stream is processed in real-time and immediately discarded. For dictation recordings (clinician audio only, captured outside of the clinical encounter), clinicians can opt-in to save their dictated audio for later review. It is important to note that the clinician is responsible for ensuring that no patient audio is included in any dictations. Temporary audio storage varies by access method:
· Mobile app: Secured in sandboxed environment until processed
· Desktop app: Protected in secure storage until processed
· Web browser / Chrome extension / EHR Integration: Direct streaming without storage
Clinicians retain control of all transcripts, clinical notes, and clinical documents and can decide how long this data is stored in the cloud up to a maximum of 28 days.  Additionally, the patient information contained in these transcripts and clinical notes/documents will only be accessed externally for the purpose of troubleshooting with the express permission of clinicians.

Retention Policy


	Action
	Details

	☒
	Secure destruction (for example by shredding paper records or wiping hard drives with evidence of a certificate of destruction)
	The system will automatically delete all data within the time frame specified by the data controller noting this cannot exceed 28 days, usually within 24 hours.


	☐
	Permanent preservation by transferring the data to a Place of Deposit run by the National Archives
	

	☐
	Transfer to another organisation
	

	☐
	Extension to retention period 
	

	☐
	It will be anonymised and kept
	

	☐
	The controller(s) will manage as it is held by them
	

	☐
	Other
	



[bookmark: _Toc191028505]Complying with individual rights 

	Individual right
	How you will comply 

	The right to be informed 
The right to be informed about the collection and use of personal data.
	

	Patients will be informed about the use of data for Heidi Health via the below methods:

	
	☒
	Practice privacy notices

	
	☒
	Patients will be able to ask any questions when consent is obtained prior to the commencement of consultation.recording.

	The right of access
The right to access details of data use and receive a copy of their personal information - this is commonly referred to as a subject access request.  

	Not applicable

	The right to rectification
The right to have inaccurate personal data rectified or completed if it is incomplete.

	Before being inserted into the patient record the clinician is required to check the data for accuracy.  Any errors the are identified by individuals will be managed through the usual practice policies on record rectification.

	The right to erasure 
The right to have personal data erased, if applicable.  

	Not applicable

	The right to restrict processing 
The right to limit how their data is used, if applicable.

	To prevent function creep, Heidi’s data processing activities are strictly governed by clearly defined use cases and regular reviews. Any expansion of data usage or new features undergoes a rigorous evaluation process to ensure alignment with the original purpose and compliance with regulatory requirements.

	The right to data portability 
The right to obtain and re-use their personal data, if applicable.

	Patients can make SARs as per usual practice policies.

	The right to object
The right to object to the use and sharing of personal data, if applicable
	Patients will give consent before clinicians use Heidi Health.  They can refuse at this time and their care will be un-affected by their decision.



National Data Opt Out

	☐
	Yes 

	☒
	No as patient can refuse recording if they wish.  The data obtained is subject to the national data opt out only once entered into the patient record


	☐
	Unsure 



[bookmark: _Toc191028506]Automated decision making

	☐
	Yes

	☒
	No.  The data is transcribed via automated software but this is checked by a human before being entered into the patient record.



[bookmark: _Toc191028507]Data Controllers	

The data controller is the individual practitioner or if on behalf of a practice who has signed this document.



[bookmark: _Toc191028508]Data Processor.
Heidi Health Ltd is the Data processor.  
Heidi Health works with carefully selected third-party service providers (sub-processors) to provide specific services necessary for their operations. They enter into strict data processing agreements (DPA) with these sub-processors to ensure that they process data only as instructed by Heidi Health and in accordance with their privacy and security requirements. These DPAs stipulate that their sub-processors do not retain data after the necessary processing has occurred, and do not use your data for any secondary purposes. A complete and up-to-date list of Heidi’s sub-processors and their activities can be found here.

[bookmark: _Toc191028509]Due diligence measures
[bookmark: _Hlk190417601]
	Due diligence measures
	Details (leave blank if not applicable)

	☒
	Data Security and Protection Toolkit (DSPT) compliance
	HHA001 11/4/2024

	☐
	Registered with the Information Commissioner’s Office (ICO)
	Registration reference:
ZB671518
Date registered:
18 March 2024
Registration expires:
17 March 2026

	☐
	Digital Technology Assessment Criteria (DTAC) assessment
	


	☐
	Stated accreditations
	DCB0129 

	☐
	Cyber Essentials or any other cyber security certification
	Date of certification2024-04-08
Issued on2024-04-08
Certificate ID
0fd4036c-35bd-4493-b704-95adc158e165


	☐
	Other checks
	



[bookmark: _Toc191028510]Risks and Mitigations


	Source of Risk
	Likelihood of harm
	Impact of harm
	Overall risk

	1: Heidi Health systems data is breached by unauthorised persons 
	3
	3
	9

	2: Heidi Health data is breached due to human error and/or misunderstanding of company requirements
	3
	4
	12

	3: Heidi Health staff are not aware of security threats and best practices resulting in a compromise of company systems and data
	3
	4
	12

	4: Heidi Health systems and data are breached in transit due to improper encryption
	2
	4
	8

	5: Heidi Health systems and data are breached in a non-production environment
	2
	4
	8

	6: Heidi Health is unavailable during critical times
	3
	2
	6

	7: Speech-to-text model fails to accurately transcribe medical terminology, drug names etc
	3
	3
	9

	8: Public facing Privacy Notice is inaccurate, omits critical information, and/or is out of date.
	3
	3
	9

	9: Consent for processing of PID is not captured and can't be demonstrated when needed.
	2
	4
	8

	10: Temporary audio storage in mobile/desktop apps is compromised before processing completion
	2
	4
	8

	11: Cross-platform data synchronization leads to data inconsistency or loss
	2
	3
	6

	12: Mobile app network resilience features result in extended local storage of sensitive data
	2
	4
	8

	13: Chrome extension enables unauthorized access to clinical data through browser vulnerabilities
	2
	5
	10




	Risk
	Options to reduce or eliminate risk
	Likelihood of harm
	Residual risk
	Measure approved by DPO

	1
	Strict physical access controls and multi factor authentication
	1
	3
	

	2
	Regular policy and security training
	1
	4
	

	3
	Regular policy and security training
	1
	4
	

	4
	Adequate encryption process in place
	1
	4
	

	5
	Strict data access controls and admin roles
	1
	4
	

	6
	Redundant systems
	2
	4
	

	7
	Using speech to text model trained on medical data
	2
	6
	

	8
	Internal systems to ensure public facing Privacy Policy is regularly updated
	1
	3
	

	9
	Consent pop-up is enabled
	1
	4
	

	10
	Implement secure enclave storage and automatic purging protocols
	1
	4
	

	11
	Real-time synchronization monitoring and verification
	1
	3
	

	12
	Implement strict timeout policies and storage limits
	1
	4
	


	13
	Conduct periodic audits to verify that consent documentation and data deletion protocols are strictly followed.
	1
	5
	



*Risk scoring table

	
	Impact (I)

	
	Negligible (1)
	Low 
(2)
	Moderate (3)
	Significant (4)
	Catastrophic (5)

	


Likelihood
	Rare (1)

	1
	2
	3
	4
	5

	
	Unlikely (2)
	2
	4
	6
	8
	10

	
	Possible (3)
	3
	6
	9
	12
	15

	
	Likely (4)

	4
	8
	12
	16
	20

	
	Almost certain (5)
	5
	10
	15
	20
	25



[bookmark: _Toc191028511][bookmark: signonn]
Review and sign-off 

	DPO Approver sign-off

	Reviewer name:
	Mr Paul Couldrey

	Reviewer job title: 

	Data Protection Officer

	Reviewer contact details:
	paul.couldrey@nhs.net 

	Date of review:
	

	Comments:
	

	Date for next review:
	

	
Data Controller

	Name:
	Dr Paul Rwezaura

	Job title: 
	GP Partner

	Complete if signing on  behalf of an organisation :
	Name of Organisation

	Role in Organisation

	Date of acceptance of risks/responsibilities:
	

	Comments:
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Table of contents 


The assessment criteria is made up of five core components. Sections A and B will provide the assessors the context required to understand 
your product and support your evidence. The core assessment criteria is defined in section C1-C4. Section D details the key Usability and 
Accessibility principles required. Further frequently asked questions are available at the end of the document. 


The core criteria in Section C will determine the overall success of the assessment of your product or service. The accompanying score 
provided from Section D will show the level of adherence to the NHS Service Standard.  
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A. Company information - Non-assessed section 


Information about your organisation and contact details.  
 
 


Code Question Options 


A1 Provide the name of your company Heidi Health Ltd 


A2 Provide the name of your product Heidi 


A3 Provide the type of product Software as a Service (SaaS) 


A4 Provide the name and job title of the individual who will be the key contact 
at your organisation 


Dr Kieran McLeod - Clinical Safety Officer 
Yassin Omar- Head of Compliance 


A5 Provide the key contact's email address Dr Kieran McLeod- kieran@heidihealth.com.au 
Yassin Omar- yassin@heidihealth.com.au  


A6 Provide the key contact's phone number N/A 


A7 Provide the registered address of your company 49 GREEK STREET 
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LONDON UNITED KINGDOM W1D 4EG 
 


A8 In which country is your organisation registered? United Kingdom 


A9 If you have a Companies House registration in the UK please provide your 
number 


15878893 


A10 If applicable, when was your last assessment from the Care Quality 
Commission (CQC)?  


Not applicable 


A11 
 


If applicable, provide your latest CQC report.  Not applicable 
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B. Value proposition - Non-assessed section 


Please set out the context of the clinical, economic or behavioural benefits of your product to support the review of your technology. 
This criteria will not be scored but will provide the context of the product undergoing assessment.  
 
Where possible, please provide details relating to the specific technology and not generally to your organisation.  
 
 


Code Question Options Supporting information 


B1 
 


Who is this product intended to be 
used for? 


Patients | Diagnostics | 
Clinical Support | 
Infrastructure | 
Workforce | Other 


This product is intended to be used by clinicians (e.g. 
doctors, nurses, mental health workers, allied 
professionals) as a productivity tool to assist with clinical 
note-taking and documentation. 


B2 
 


Provide a clear description of what 
the product is designed to do and of 
how it is expected to be used 


Free text  Heidi is designed to be an ambient AI clinical 
documentation scribe, with the ability to listen to 
conversations between clinicians and their patients and 
to then generate clinical notes and other relevant 
documentation related to the patients’ care, such as 
referral letters, medical certificates etc. 


B3 Describe clearly the intended or 
proven benefits for users and 
confirm if / how the benefits have 
been validated 


Free text The primary benefit to our clinician users is the reduction 
in time spent on clinical documentation, such as 
manually updating the EMR or the writing of documents 
such as referral letters etc. The majority of clinicians we 
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 have interviewed have stated that they spend time 
outside normal working hours (e.g. in the evenings) 
updating their records for that day’s visits, often for more 
than an hour. Heidi stands to substantially reduce the 
burden of note-taking and admin on clinicians and 
potentially reduce their risk of burnout in the process. 
 


B4 
 


Please attach one or more user 
journeys which were used in the 
development of this product 
 
Where possible please also provide 
your data flows 


Provided  User journey and data flows attached. See the User 
Journeys & Data Flows document attached. 
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C. Technical questions - Assessed sections 


C1 - Clinical safety  


Establishing that your product is clinically safe to use.  
 
You must provide responses and documentation relating to the specific technology product that is subject to assessment. 
 
The DCB0129 standard applies to organisations that are responsible for the development and maintenance of health IT systems. A health IT 
system is defined as “product used to provide electronic information for health and social care purposes”. DTAC is designed as the 
assessment criteria for digital health technologies and C1 Clinical Safety Criteria is intended to be applied to all assessments. If a developer 
considers that the C1 Clinical Safety is not applicable to the product being assessed, rationale must be submitted exceptionally detailing why 
DCB0129 does not apply.  
 
The DCB0160 standard applies to the organisation in which the health IT is deployed or used. It is a requirement of the standard (2.5.1) that in 
the procurement of health IT systems the organisation must ensure that the manufacturer and health IT system complies with DCB0129. The 
organisation must do so in accordance with the requirements and obligations set out in the DCB0160 standard. This includes personnel having 
the knowledge, experience and competences appropriate to undertaking the clinical risk management tasks assigned to them and 
organisations should ensure that this is the case when assessing this section of the DTAC. 
 
If the Clinical Safety Officer or any other individual has concerns relating to safety of a medical device including software and apps, this should 
be reported to the Medicines and Healthcare products Regulatory Agency (MHRA) using the Yellow Card reporting system: Report a problem 
with a medicine or medical device - GOV.UK (www.gov.uk).  
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Code Question Options Supporting information Scoring criteria 


C1.1 Have you undertaken 
Clinical Risk Management 
activities for this product 
which comply with 
DCB0129? 


Yes  The DCB0129 standard applies to 
organisations that are responsible for 
the development and maintenance of 
health IT systems. A health IT system 
is defined as ‘“product used to provide 
electronic information for health and 
social care purposes”. 


Completed 
 
 


C1.1.1 
 
 
 
 
 
 
 
 


Please detail your clinical 
risk management system 


Provided DCB0129 sets out the activities that 
must and should be undertaken for 
health IT systems. 
 
An example clinical risk management 
system template can be downloaded 
from the NHS Digital website.  


Clinical Risk Management System 
document is attached 
 
 
 
 
 


C1.1.2 
 
 


Please supply your Clinical 
Safety Case Report and 
Hazard Log/Risk Register 


Provided Specifically, your DTAC submission 
should include: 
 


To pass, the developer is required to 
submit the Clinical Safety Case Report 
and Hazard Log that is compliant with the 
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● A summary of the product and 
its intended use  


● A summary of clinical risk 
management activities  


● A summary of hazards 
identified which you have been 
unable to mitigate to as low as 
it is reasonably practicable  


● The clear identification of 
hazards which will require user 
or commissioner action to 
reach acceptable mitigation (for 
example, training and business 
process change) 


 
It should not include the hazard log in 
the body of the document - this should 
be supplied separately.   
 
Example Clinical Safety Case Report 
and Hazard Log templates can be 
downloaded from the NHS Digital 
website.  
 
 


requirements set out in DCB0129. This 
should be commensurate with the scale 
and clinical functionality of the product and 
address the clinical risk management 
activities specified with the standard.  
 
The Clinical Safety Case Report should 
present the arguments and supporting 
evidence that provides a compelling, 
comprehensible and valid case that a 
system is safe for a given application in a 
given environment at the defined point in 
the products lifecycle. It should provide the 
reader with a summary of all the relevant 
knowledge that has been acquired relating 
to the clinical risks associated with the 
product at that point in the life cycle: 
 


● A clear and concise record of the 
process that has been applied to 
determine the clinical safety of the 
product 


● A summary of the outcomes of the 
assessment procedures applied 


● A clear listing of any residual 
clinical risks that have been 
identified and the related 
operational constraints and 
limitations that are applicable 


● A clear listing of any hazards and 
associated clinical risks that have 
been transferred, together with any 
declared risk control measures, that 
are to be addressed as part of the 
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clinical risk management process in 
the organisation where the product 
is being deployed 


● A listing of outstanding test issues / 
defects associated with the product 
which may have a clinical safety 
impact. 


 
The Hazard Log/Risk Register should 
record and communicate the on-going 
identification and resolution of hazards 
associated with the product. All 
foreseeable hazards should be identified, 
and the risk of such hazards should be 
reduced to acceptable levels. 
 
A summary should also be provided to the 
assessor of identified hazards that the 
developer has been unable to mitigate to 
as low as it is reasonably practicable. It 
should also clearly identify the hazards 
which will require user or commissioner 
action to reach acceptable mitigation. 
 
 
 
 
 


C1.2 
 


Please provide the name 
of your Clinical Safety 
Officer (CSO), their 
profession and registration 


 The CSO must: 
 


● Be a suitably qualified and 
experienced clinician 


Dr Kieran McLeod - Medical Knowledge 
Lead and Clinical Safety Officer 
 
Developed ByeGwaai, a South African 
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details ● Hold a current registration with 
an appropriate professional 
body relevant to their training 
and experience 


● Be knowledgeable in risk 
management and its 
application to clinical domains 


● Be suitably trained and 
qualified in risk management or 
have an understanding in 
principles of risk and safety as 
applied to Health IT 


● Have completed appropriate 
training 


 
The work of the CSO can be 
undertaken by an outsourced third 
party. 
 
 
 
 
 
 
 
 
 
 


mobile-app based smoking cessation 
program & previously clinical advisor to 
the Digital Therapeutics Alliance. 
 


● Bachelor of Medicine, Bachelor of 
Surgery (MBChB) University of 
Cape Town, South Africa 


● Diploma Primary Emergency Care 
(Colleges of Medicine South Africa) 


● Prompt Engineering (Vanderbilt 
University) 


● Health Professions Council of 
South Africa - Registered 
Independent Practitioner (Reg no.: 
MP0841846) 


C1.3 
 


If your product falls within 
the UK Medical Devices 
Regulations 2002, is it 
registered with the 


Not 
applicable 


 Currently, Heidi does not fall under the 
MHRA’s definition of a medical device. 
Unlike some providers whose products 
may include functionalities that diagnose, 
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Medicines and Healthcare 
products Regulatory 
Agency (MHRA)? 


treat, or actively guide clinical decisions—
thus requiring them to register—we’ve 
made a conscious decision at this stage to 
focus solely on administrative support and 
documentation. Heidi doesn’t diagnose or 
prescribe treatment; we emphasize this 
limited functionality in our training 
materials, usage policies, and terms. 
Given our current scope, we don’t meet 
the criteria that would place us within the 
medical device category. Of course, if 
regulatory frameworks evolve or if 
additional features are introduced that do 
go beyond administrative support, we’ll 
reevaluate our position and consider 
MHRA registration and ensure we stay 
aligned with all relevant requirements. 


C1.3.1 If yes, please provide your 
MHRA registration number 


Not 
applicable 


 To pass, the registration number must be 
valid. 
 
 
 
 
 
 


C1.3.2 If the UK Medical Device 
Regulations 2002 are 
applicable, please provide 
your Declaration of 
Conformity and, if 


Not 
applicable 
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applicable, certificate of 
conformity issued by a 
Notified Body / UK 
Approved Body  


C1.4 Do you use or connect to 
any third-party products?  


No  If no, continue to section C2. 
 
DCB0129 contains the requirements 
in relation to third party products. 


 


C1.4.1 If yes, please attach 
relevant Clinical Risk 
Management 
documentation and 
conformity certificate 


Provided | 
No 
evidence 
available 


 
 


To pass, a valid conformity certificate must 
be provided. The Clinical Risk 
Management documentation must meet 
the requirements detailed in question 
C1.1.  
 
 
 


C2 - Data protection  


Establishing that your product collects, stores and uses data (including personally identifiable data) compliantly. 


This section applies to the majority of digital health technology products however there may be some products that do not process any NHS 
held patient data or any identifiable data. If this is the case, the Data Protection Officer, or other suitably authorised individual should 
authorise this data protection section being omitted from the assessment. 
 
 


Code Question Options Supporting information Scoring criteria 
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C2.1 If you are required to 
register with the 
Information 
Commissioner, please 
attach evidence of a 
current registration. 
If you are not required to 
register, please attach a 
completed self-
assessment showing the 
outcome from the 
Information 
Commissioner and your 
responses which support 
this determination. 


Provided There are some instances 
where organisations are not 
required to register with the 
Information Commissioner. This 
includes where no personal 
information is being processed.   
 
The Information Commissioner 
has a registration self-
assessment tool to support this 
decision making. 
 
 
 
 
 
 
 
 
 


Registration reference ZB671518 
 
 
 
 
 
 


C2.2 Do you have a nominated 
Data Protection Officer 
(DPO)? 


Yes  Not all organisations are 
required to have a Data 
Protection Officer (DPO). This is 
determined by the type of 
organisation and core activities. 
The most common reason for 
organisations providing digital 
health technologies to have a 
DPO is due to the core activities 
involving processing health data 
(being a special category). 
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The Information Commissioner 
has a self-assessment tool to 
determine whether you must 
appoint a DPO. 


C2.2.1 
 
 
 
 
 
 
 
 
 
 
 
 


If you are required to 
have a nominated Data 
Protection Officer, please 
provide their name. 
 
If you are not required to 
have a DPO please 
attach a completed self-
assessment showing the 
outcome from the 
Information 
Commissioner and your 
responses which support 
this determination. 


  Name: Yassin Omar 
Role: Head of Compliance 
Email: yassin@heidihealth.com.au 
 
 
   


C2.3 Does your product have 
access to any personally 
identifiable data or NHS 
held patient data? 


Yes The UK General Data Protection 
Regulation (GDPR) applies to 
the processing of personal data.  
 
If no, continue to question C2.4 


 


C2.3.1 Please confirm you are 
compliant (having 
standards met or 
exceeded status) with the 
annual Data Security and 


Confirmed  The Data Security and 
Protection Toolkit allows 
organisations to measure 
performance against the 
National Data Guardian’s 10 


To pass, the developer must confirm that they 
are compliant with the Data Security and 
Protection Toolkit Assessment. This should be 
validated against the Data Security and 
Protection Toolkit database and achieve 
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Protection Toolkit 
Assessment.   
 
If you have not completed 
the current year's 
assessment and the 
deadline has not yet 
passed, please confirm 
that you intend to 
complete this ahead of 
the deadline and that 
there are no material 
changes from your 
previous years 
submission that would 
affect your compliance.  
 
 
 


data security standards.  Standards Met or Exceeded status. 
 
Dependent on the date of the assessment 
versus the opening of the annual assessment 
period, it may be that a developer has not yet 
completed the toolkit. The developer is asked 
to confirm that they will complete the 
assessment and that they will maintain their 
compliance versus the previous year.  


C2.3.2 Please attach the Data 
Protection Impact 
Assessment (DPIA) 
relating to the product. 


Provided DPIA’s are a key part of the 
accountability obligations under 
the UK GDPR, and when done 
properly help organisations 
assess and demonstrate how 
they comply with data protection 
obligations. 
 
The Information Commissioner 
has provided guidance on how 
to complete a DPIA and a 
sample DPIA template. 
 


To pass, the developer must provide a DPIA 
that is compliant with the requirements set out 
under the General Data Protection 
Regulations. It should ensure that risks to the 
rights and freedoms of natural persons are 
managed to an acceptable level. 
 
The DPIA should:  
 


● Establish the context; taking into 
account the nature, scope, context and 
purposes and processing and the 
sources of the risk 
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● Assess the risks; considering the 
particular likelihood and severity of high 
risks 


● Treat the risks; through mitigation and 
ensuring the protection of personal 
data and demonstrating compliance 
with the GDPR 


 
It should include: 
 


● A description of the envisaged 
processing operations and the 
purposes of the processing 


● An assessment of the necessity and 
proportionality of the processing 


● An assessment of the risks to the rights 
and freedoms of data subjects 


● The measures envisaged to address 
the risks and to demonstrate 
compliance with the GDPR 


C2.4 Please confirm your risk 
assessments and 
mitigations / access 
controls / system level 
security policies have 
been signed-off by your 
Data Protection Officer (if 
one is in place) or an 
accountable officer where 
exempt in question C2.2.  


Confirmed   
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C2.5 Please confirm where you 
store and process data 
(including any third-party 
products your product 
uses) 


UK/EU 
only 


 
  
 
 
 
 
 
 
 
 
 
 
 
 
 


 
 
All data storage is on servers located within 
the UK.  
 
All third-party processing occurs within the UK 
or EU. For a list of our most up to date 
subprocessors please see 
https://trust.heidihealth.com/subprocessors.  
 
 
 
 
 


C2.5.1 If you process store or 
process data outside of 
the UK, please name the 
country and set out how 
the arrangements are 
compliant with current 
legislation 


EU From 1 January 2021, the UK 
GDPR applies in the UK in 
place of the “EU GDPR’. The 
UK GDPR will carry across 
much of the existing EU GDPR 
legislation. The Department for 
Digital, Culture, Media & Sport 
has published two Keeling 
Schedules which show the 
changes to the Data Protection 
Act 2019 and EU GDPR. 
 
 
The Information Commissioner 
has published guidance on 
international data transfers after 


Ireland and Germany- both locations are 
within the EU and as such are compliant with 
UK GDPR legislation. 
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the UK exit from the EU 
Implementation Period. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


 


C3 - Technical security  
 
Establishing that your product meets industry best practice security standards and that the product is stable.  
 
Dependent on the digital health technology being procured, it is recommended that appropriate contractual arrangements are put in place for 
problem identification and resolution, incident management and response planning and disaster recovery. 
 
Please provide details relating to the specific technology and not generally to your organisation. 
 
 


Code Question Options Supporting information Scoring criteria 


C3.1 Please attach your Cyber Provided Cyber Essentials helps Attached 
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 Essentials Certificate organisations guard against 
the most common cyber 
threats.  
 
The National Cyber Security 
Centre (NCSC) have 
published cyber security 
guidance for small to medium 
enterprises (SME’s). 
 
 


 
 
 
 


C3.2  
 


Please provide the summary 
report of an external 
penetration test of the 
product that included Open 
Web Application Security 
Project (OWASP) Top 10 
vulnerabilities from within the 
previous 12-month period. 
 
 


Provided  The NCSC provides 
guidance on penetration 
testing. The OWASP 
Foundation provides 
guidance on the OWASP top 
10 vulnerabilities.  
 
 


Most recent penetration test provided 


C3.3 Please confirm whether all 
custom code had a security 
review. 


Yes - Internal 
code review  
 


The NCSC provides 
guidance on producing clean 
and maintainable code.  


Yes, all custom code developed for Heidi 
undergoes a thorough security review 
process as part of our commitment to 
maintaining high standards of 
cybersecurity and data protection. This 
internal review process is aligned with the 
principles outlined by the National Cyber 
Security Centre (NCSC), focusing on 
producing clean, maintainable code that 
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minimizes security risks. Our 
development team adheres to best 
practices in secure coding, and each 
update or addition to our system's 
codebase is scrutinized for vulnerabilities 
and compliance with established security 
guidelines before being deployed. 


C3.4 Please confirm whether all 
privileged accounts have 
appropriate Multi-Factor 
Authentication (MFA)? 
 
 
 
 
 
 


Yes The NCSC provides 
guidance on Multi-Factor 
Authentication.  


Yes all privileged accounts have MFA 
enabled, either mobile sms or 
authenticator token. MFA compliance is 
enabled by default and continuously 
monitored. 


C3.5 Please confirm whether 
logging and reporting 
requirements have been 
clearly defined. 


Yes  The NCSC provides 
guidance on logging and 
protective monitoring. 
 
To confirm yes to this 
question, logging (e.g., audit 
trails of all access) must be 
in place. It is acknowledged 
that not all developers will 
have advanced audit 
capabilities. 


We maintain comprehensive audit trails 
for all system accesses and interactions, 
ensuring traceability and accountability. 
Our logging framework is designed to 
support both basic and advanced audit 
capabilities, enabling real-time analysis 
and alerting for potential security threats 
or anomalies.  
 
 







Digital Technology Assessment Criteria for Health and Social Care (DTAC) - Version 1.0 22 February 2021. Last updated: 16th April 2021  
 


22 
 


C3.6 
 


Please confirm whether the 
product has been load tested 


Yes  Load testing should be 
performed.  


Yes, Heidi has undergone comprehensive 
load testing to ensure it can handle the 
expected volume of users and data 
processing demands without 
compromising performance or reliability. 
This testing simulates real-world usage 
scenarios at peak load and beyond, to 
guarantee stability and responsiveness of 
our product under various conditions. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


 


C4 - Interoperability criteria  


Establishing how well your product exchanges data with other systems.   
 
To provide a seamless care journey, it is important that relevant technologies in the health and social care system are interoperable, in terms 
of hardware, software and the data contained within. For example, it is important that data from a patient’s ambulatory blood glucose monitor 
can be downloaded onto an appropriate clinical system without being restricted to one type. Those technologies that need to interface within 







Digital Technology Assessment Criteria for Health and Social Care (DTAC) - Version 1.0 22 February 2021. Last updated: 16th April 2021  
 


23 
 


clinical record systems must also be interoperable. Application Programme Interfaces (APIs) should follow the Government Digital Services 
Open API Best Practices, be documented and freely available and third parties should have reasonable access in order to integrate 
technologies. 
 
Good interoperability reduces expenditure, complexity and delivery times on local system integration projects by standardising technology and 
interface specifications and simplifying integration. It allows it to be replicated and scaled up and opens the market for innovation by defining 
the standards to develop upfront. 
 
This section should be tailored to the specific use case of the product and the needs of the buyer however it should reflect the standards used 
within the NHS and social care and direction of travel.   
 
Please provide details relating to the specific technology and not generally to your organisation.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 


Code Question Options Supporting 
information 


Scoring criteria 


C4.1 Does your product expose 
any Application Programme 
Interfaces (API) or 
integration channels for 


No The NHS website 
developer portal 
provides guidance 
on APIs and the 


To pass, developers must demonstrate that 
they have API’s that are relevant to the use 
case for the product, follow Government 
Digital Services Open API Best Practice, 
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other consumers? 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


 


NHS.  
 
Government Digital 
Services provide 
guidance on Open 
API best practice.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


are documented and freely available and 
that third parties have reasonable access to 
connect.  
 
APIs should adopt generally accepted 
standards of data interoperability for the 
NHS or social care dependent on the use 
case for the product. 
 
If the product does not have API’s and there 
is a legitimate rationale for this considering 
the use case of the product then the buyer 
can accept this rationale. 
 
 
 
 
 
 
 


C4.1.1 If yes, please provide detail 
and evidence: 


● The API’s 
(e.g., what they 
connect to) set out 
the healthcare 
standards of data 
interoperability e.g., 


Free text 
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Health Level Seven 
International (HL7) / 
Fast Healthcare 
Interoperability 
Resources (FHIR) 
● Confirm that 
they follow 
Government Digital 
Services Open API 
Best Practice 
● Confirm they 
are documented and 
freely available 
● Third parties 
have reasonable 
access to connect 
 


If no, please set out why 
your product does not have 
APIs.  


 


 


 


C4.2 Do you use NHS number to 
identify patient record data? 


No because 
product does 
not identify 
patient record 
data 


NHS Digital 
provides guidance 
on NHS Login for 
partners and 
developers.  
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C4.2.1 If yes, please confirm 
whether it uses NHS Login 
to establish a user’s verified 
NHS number.   


 


If no, please set out the 
rationale, how your product 
established NHS number 
and the associated security 
measures in place. 


Not Applicable 


C4.3 
 
 
 
 
 
 
 
 
 
 
 


Does your product have the 
capability for read/write 
operations with electronic 
health records (EHRs) using 
industry standards for 
secure interoperability (e.g. 
OAuth 2.0, TLS 1.2) 


 


 


 


 


Working 
towards it 


 To pass, developers should confirm that the 
product has the capability to read/write into 
EHRs using industry standards for secure 
interoperability. 
 
If a product does not use industry 
standards, then a legitimate rationale 
should be set out and the security, usability 
and appropriateness of the methodology 
should be considered. 


C4.3.1 If yes, please detail the 
standard 


 


 


 


Still being 
considered 
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C4.3.2 If no, please state the 
reasons and mitigations, 
methodology and security 
measures.  


We haven’t 
completed any  
integrations with 
EHRs yet. We 
are currently in 
the planning and 
development 
stage which will 
determine which 
industry standard 
we utilise. 


C4.4 Is your product a wearable or 
device, or does it integrate with 
them? 


No If no, continue to 
section D. 


Not Applicable 


C4.4.1 
 
 
 
 
 
 


If yes, provide evidence of 
how it complies with 
ISO/IEEE 11073 Personal 
Health Data (PHD) 
Standards. 
 
 


Not applicable 
 


 


 
 
 
 
D. Key principles for success  
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The core elements defined in this section will form part of the overall review of the product or service and is a key part to ensuring that the 
product or service is suitable for use. The assessment will set a compliance rating and where a product or developer is not compliant highlight 
areas that the organisation could improve on with regards to following the core principles.  
 
This section will be scored in relation to the NHS service standard. This will not contribute to the overall Assessment Criteria as set out in 
Section C.  
 


D1 - Usability and accessibility - scored section 
 
Establishing that your product has followed best practice.   
 
Please note that not all sections of the NHS Service Standard are included where they are assessed elsewhere within DTAC, for example 
clinical safety. 
 
 


Code Question Options Supporting 
information 


Weighted 
score 


Scoring criteria 
 


D1.1 Understand users and 
their needs in context of 
health and social care 
 
Do you engage users in the 
development of the 
product? 
 
 


Yes  NHS Service 
Standard Point 1  
 
 


10% Yes, user acceptance testing is a crucial 
component of our development process, 
conducted to validate the usability and 
functionality of our system. By involving 
real users from our target demographic 
(clinicians from all specialties, including 
doctors, nurses & allied health 
professionals) in the testing and design 
phase, we ensure that the system meets 
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D1.1.1 If yes or working towards it, 
how frequently do you 
consider user needs in your 
product development and 
what methods do you use 
to engage users and 
understand their needs? 


 their needs and expectations, 
addressing any usability issues before 
full-scale deployment. In addition we 
have specifically conducted usability 
testing within the last month with 12 
individuals of varying usage of Heidi in 
its current form to better understand 
what features are and aren’t easily 
usable in our product. 
 


D1.2 Work towards solving a 
whole problem for users  
 
Are all key user journeys 
mapped to ensure that the 
whole user problem is 
solved, or it is clear to 
users how it fits into their 
pathway or journey? 
 


Yes NHS Service 
Standard Point 2 
and Point 3 are 
often dealt with by 
teams together. 
 
 
 


10% Yes, all key user journeys have been 
mapped out to ensure comprehensive 
solutions to user problems and 
seamless integration into healthcare 
pathways. This mapping provides 
clarity to users on how Heidi fits into 
their existing workflows, ensuring a 
smooth adoption process and 
enhancing the overall user experience. 
 
See attached user journey & data flows 
diagram. 
 
 
 


 


D1.2.1 If yes or working towards it, 
please attach the user 
journeys and/or how the 
product fits into a user 
pathway or journey 


Provided 
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D1.3 Make the service simple 
to use 
 
Do you undertake user 
acceptance testing to 
validate usability of the 
system? 


Yes NHS Service 
Standard Point 4 
 
 


10% Heidi has recently undertaken formal 
usability acceptance testing in the form 
of structured video interviews with a 
Heidi prototype to better understand 
how users navigate and use our 
product. In total, 12 structured 
interviews were conducted, lasting 45-
60 min each. Please see attached 
screenshots for an overview of our 
usability testing process. For further 
details, please contact us directly. 


D1.3.1 If yes or working towards it, 
please attach information 
that demonstrates that user 
acceptance testing is in 
place to validate usability.  
 
 
 
 


Provided  


D1.4 Make sure everyone can 
use the service  
 
Are you international Web 
Content Accessibility 
Guidelines (WCAG) 2.1 
level AA compliant? 


Yes  NHS Service 
Standard Point 5   
 
The Service 
Manual provides 
information on 
WCAG 2.1 level 
AA.  
 
 
 
 
The Government 
Digital Service 
provides guidance 


20% We are fully compliant with WCAG 2.1 
AA standards- our accessibility 
statement can be found at 
https://www.heidihealth.com/legal/acces
sibility-statement 
 
 
 


D1.4.1 Provide a link to your 
published accessibility 
statement.  


Link 
provided 


10% We are fully compliant with WCAG 2.1 
AA standards- our accessibility 
statement can be found at 
https://www.heidihealth.com/legal/acces
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on accessibility 
and accessibility 
statements, 
including a sample 
template.  


sibility-statement 


D1.5 Create a team that 
includes multi-
disciplinary skills and 
perspectives 
 
Does your team contain 
multidisciplinary skills? 


Yes NHS Service 
Standard Point 6  


2.5% Yes, our team has been intentionally 
structured to include a diverse set of 
multidisciplinary skills and perspectives, 
ensuring a comprehensive approach to 
the development and implementation of 
our technology. This team comprises 
healthcare professionals, AI and 
machine learning experts, software 
developers, data protection officers, 
user experience designers, and 
accessibility specialists, among others.  


D1.6 Use agile ways of 
working 
 
Do you use agile ways of 
working to deliver your 
product? 


Yes  NHS Service 
Standard Point 7  


2.5% Yes, we employ agile methodologies in 
our workflow to deliver Heidi by 
embracing an iterative and incremental 
approach that facilitates flexibility, rapid 
innovation, and continuous 
improvement. This agile framework 
allows us to adapt to changing 
requirements and user feedback, 
ensuring that our development process 
is responsive and aligned with the 
needs of healthcare providers and 
patients 
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D1.7 Iterate and improve 
frequently 
 
Do you continuously 
develop your product? 


Yes NHS Service 
Standard Point 8 


5% Yes, we are committed to the 
continuous development of Heidi, 
regularly updating and enhancing 
features based on user feedback, 
technological advancements, and 
evolving healthcare practices. This 
ongoing process ensures that Heidi 
remains at the forefront of technology, 
delivering value and efficiency to 
healthcare environments 


D1.8 Define what success 
looks like and be open 
about how your service is 
performing 
 
Do you have a benefits 
case that includes your 
objectives and the benefits 
you will be measuring and 
have metrics that you are 
tracking? 


Yes  NHS Service 
Standard Point 10 


10% Yes, we have developed a 
comprehensive benefits case that 
outlines our objectives and the specific 
benefits we aim to achieve, including 
improved accuracy of medical records, 
reduced administrative burden for 
healthcare professionals, and enhanced 
patient care. We have established 
metrics to track our progress against 
these objectives, allowing us to measure 
success and be transparent about our 
service's performance in line with NHS 
service standards 
 


D1.9 Choose the right tools 
and technology 
 
Does this product meet with 
NHS Cloud First Strategy? 


Yes NHS Service 
Standard Point 11 
 
NHS Internet First 
Policy.  


5% Developers should be awarded 5% for 
confirming the product meets cloud first 
and / or internet first. 
 


If the developer selects working towards 
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D1.9.1 Does this product meet the 
NHS Internet First Policy? 


Yes  
 
 
 
 


it or no to this question, they should be 
awarded 0%. 


D1.10 Use and contribute to 
open standards, common 
components and patterns 
 
Are common components 
and patterns in use? 


Yes NHS Service 
Standard Point 13 


5% Developers should be awarded 5% for 
confirming common components and 
patterns are used. 
 


If the developer selects working towards 
it or no to this question, they should be 
awarded 0%. 
 
 
 
 
 
 
 
 
 


 


D1.10.1 If yes, which common 
components and patterns 
have been used? 
 


Our 
product 
uses a 
component 
library that 
uses 
similar 
component
s and 
patterns to 
the ones 
identified in 
the NHS 
digital 
services 
guidelines, 
and ad-
hears to 
WCAG 
principles 
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while being 
customised 
for our 
unique use-
cases and 
Heidi brand 


D1.11 Operate a reliable service 
 
Do you provide a Service 
Level Agreement to all 
customers purchasing the 
product? 
 


Yes NHS Service 
Standard Point 14  


10% SLA can be provided 


D1.12 Do you report to customers 
on your performance with 
respect to support, system 
performance (response 
times) and availability 
(uptime) at a frequency 
required by your 
customers? 


No  


D1.12.1 Please attach a copy of the 
information provided to 
customers 


No 
evidence 
available 
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D1.12.2 Please provide your 
average service availability 
for the past 12 months, as 
a percentage to two 
decimal places 
 
 


No 
evidence 
available 


 
Supporting documentation 
 
Please ensure that when providing evidence, documents are clearly labelled with the name of your company, the question number and the 
date of submission.  
 
Possible documents to be provided are:  


● B4 - User journeys and data flows 
○ ‘Heidi User Journey v1 08042024.png’ 
○ ‘Heidi User journey diagram with endpoints.png’ 
○ ‘Heidi System Architecture diagram.jpeg’ 


● C1.1.1 - Clinical Risk Management System 
● C1.1.1 - Clinical Risk Management Plan 
● C1.1.2 - Clinical Safety Case Report 
● C1.1.2 - Hazard Log 


○ ‘Heidi Health NHS Hazard Log_Updated_20240605’ 
○ ‘Heidi Safety Incident Management Log’ 
○ ‘NHS Hazard Log - Appendix 1. Risk Overview’ 


● C2.1 - Information Commissioner's registration 
● C2.3.1 - Data Security and Protection Toolkit Assessment  
● C2.3.2 - Data Protection Impact Assessment (DPIA) 
● C3.1 - Cyber Essentials Certification  
● C3.2 - External Penetration Test Summary Report 
● D1.2.1 - User Journeys and/or how the product fits into a user pathway or journey 


○ ‘Heidi User Journey v1 08042024.png’ 
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○ ‘Heidi User journey diagram with endpoints.png’
 






